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Netview

Purpose of this tool

Netview can be used for online monitoring of SIPROTEC devices (at least module-firmware 4.00 needed for
Ethernet module, which was released in 08/2007). Also other devices like switches or PCs can be monitored
(automatically by the “ping”-command), if they are imported in the SCD — file with their ICD — file description.
Comprehensive monitoring values are only available for SIPROTEC — devices.

Netview requires the exported SCD-file of a DIGSI-project. The SCD-file contains the IP-addresses of all
participating devices, if they are imported into the System Configurator of DIGSI. The Ethernet modules in
the SIPROTEC devices support the SNMP-protocol, which provides the EN100 module information to
Netview. Netview shows all necessary communication parameters with Web — pages, which are created and
updated automatically when the tool is in operation. So you have an online view to your network. Netview
supports you during build up your station bus and troubleshooting in case of communication failures as well.

How to use Netview

1.) Start Netview

1.1) After extracting the self-extracting Zip-file “NetviewSetup.exe” to any folder on your hard disk (e.g.
D:\Netview), you need to create a shortcut for the application. Therefore, right mouse-click on an empty
location of your desktop and choose from the menu: New-> Shortcut:

Create Shortcut
This wizard helps you to create shorbcuts to local or
network programs, Files, Folders, computers, or Internet
addresses,

Type the location af the item:
Click Mext ko continue,

Now, click the “Browse” Button and choose from the destination folder you extracted the “NetviewSetup.exe”
archive to, the file “NetviewlEC61850.exe” and click “OK”, then click “Next":

Browse For Folder

Select kthe target of the shorbout below:

= S (D1) Daten [l
+ | Z) aktenkoffer
+ |Z) DiabCompiler
+ |2 Dokumente
# [ EN100_Y04,00,07
# [ EN100_Y04,00,08
+ | Z) IecT103List

=1 |2 Metview
T -

# (25 NetviewIEC6 1850
+ |2} Program Files

+ |2 Quellcade i
<] — B
o [ coes
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Type a name for the shortcut (e.g. “Netview”) and click “Finish™:

Select a Title for the Program

Tvpe a name Far this shortout:

Netview|

Click Finish ko create the sharkout,

[ < Back ” Finish ][ Cancel ]

Now, right mouse-click on this created shortcut and choose “Properties” from the menu:

Run as...

Scan with OFficeScan Client
B 7y sinem Archiv hinzufiigen. ..
BTy "NebviewlECE1850.rar" hinzufigen
B Archivieren und per Email versenden. ..
B als "NetviewIECE1550.rar" archivieren und per Email wersenden

Send To

Cut
Copey

Create Shortcut
Delate
Rename

Properkies

In the “Target” field, add “IEC61850station.scd” after the filename “NetviewlEC61850.exe” (with a blank
between the words) and click “OK”:

Metview Properties

Colors Compatibility Security

General Shorteut Options Font Layaout

ﬁ Metview

Target type: Application

Target location: Metview

Target: view' M etviewl|ECE1850. exe |ECE1850station. sod

Start in: DM etview

Shortcut key: |N0ne |

Bur: | Mormal window M
Comment;

[ Find T arget... ] [ LChange lcon... ] [ Advanced... ]

QK ] [ Cancel ] [ Apply
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1.2) Choose in DIGSI the project which contains the devices you want to monitor. Right mouse-click on the
station configurator and choose “Export IEC61850 station”:

£ Labor -- C:\Siemens\Digsi4\D4PROJ\3ab6r
] Labor 75641 W46 1 el 750641 WA B apt JB device

=N =,

Folder wm “om
a f Open Object Chrl+-alk+0

Cut Chrl+x

Copy Chrl+C

Delete Del

Prink 4

Export IECE1850 skation

Import IECA1850 station E

Chiject Properties. .. Al-+Return

In preparation to Netview save the SCD-file into the folder you extracted the “NetviewSetup.exe” archive to
and rename the file to “IEC61850station.scd”. For Netview, the SCD-file shall not contain any blanks or
special characters:

Export IEC61850 station 2x
Save in: | ) Metview j Ll £ EE-
|®)1ECs1850station
File: name: |IEE8‘I 850 station.gcd
Save a3 type |IEEE1 850 station description [*.scd) j Cancel

Help

1.3) To run Netview, use the created shortcut from 1.1) and the application will start monitoring your devices
until you quit by pressing “Q”". With “R” you can request an update of device information manually (normal
period is 10 seconds).

o C:AWINNT\system 32\cmd. exe

Service running... 1 requests
Hit 'R’ for manual request
Hit ’Q’ to guit

In the Netview folder the HTM-files appear automatically, which can by used in a Browser to display the
monitoring results.
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& Netview Ej
File Edit Wiew Faworites Tools Help
O Back ~ [ ir / Search Folders x n E =
Address (I Dn\Metview ¥ d 5o
Tarme Size Type Dake Modified
FlnetviewlEcs 1850 Z40KE  Application 05.07,2007 09:12
=] IESKE  SCOFile 07.08.2007 16:08
g Fecstatl SKE HTML Document 09,08,2007 11:44
eﬂ head 1EKE  HTML Document 09.03,2007 11:41
Eﬂ MetworkOverview 7EKE HTML Document 09.05,2007 11:44
ej OpticalRingl 3KB HTML Docurnent 09.05.2007 11:44
Eill Rstpl 4 KB  HTML Docurnent 09.03,2007 11:44
eﬂ skart 1KE HTML Document 09.05,2007 11:41
eﬂ tree 1KE HTML Document 09.05,2007 11:41
ﬂ ~odfnetview 4kB ~HTMFilz 09.03,2007 11:44

You can also start Netview directly out of the “DOS-box”:

a.) Extract the self-extracting Zip-file “NetviewSetup.exe” to a new folder (Here: “1Netview”).
b.) Save the corresponding SCD-file in the same folder.

c.) Open the “DOS-box” and change to directory “1Netview”.

d.) Start NetviewlEC61850 by inserting the name of the tool, followed by the nhame of the SCD-filename. For
NetviewlEC61850, the SCD-file shall not contain any blanks or special characters.

D:~1Metuiewr
D:~1MetviewrNetviewIEC61858 IECstation.scd
Service running... 15 requests

Hit 'R’ for manual request
Hit 'Q' to guit

For special needs you can enter optional parameters, see following picture.

Uzage: HNetview [-o output] [-» replyl [t timeout] [-n retryl [-p pollingl [-f1]
[-2]1 =cd_file

Output path for HTHL files

Default: scd-file path

Expected reply time from snmp agents [msl
Default: 18

Timeout to wait for each znmp reply [nsl
Default: 5688

Mumbher of retries for each snmp request
Default: @

Polling interval time in seconds

Default: 18

Freeze automatic HTHML page update
Default: OFF <Automatic browser update with polling intervall
Z£ilent mode

Default: OFF

If you see the line “Service running.... X requests”, you know Netview is working.
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2.) Monitoring the devices

If Netview is running, the Output files will be created automatically and also periodically updated as well in
the same Netview folder.

1Netview M=

File Edit Wiew Favorites Tools Help ﬂ'
G Back - () T]L P ) Search ||~ Folders ,:B .j?‘ x E) Ev
- Address |12 D IMetview o a e
Folders * Marne Size | Type Drake Modified
@ Deskhop S IE-:_ icr 365 KE  SCD File 07.05.2007 16:08
+ 5 My Documents ENetviewIECEulSED 240KE Application 05.07,2007 09:12
- _é My Compuker @Fecﬁtatl GKE HTML Document 07.03.2007 16:30
+ e (C1) System @head 1KE HTML Docurment 07.08,2007 16:26
== (D) Local Disk @Netwurk@verviewl 7KB  HTML Document 07.08.2007 16:30
I 1Metview @OpticalRingl 3KB  HTML Docurnent 07.08.2007 16:30
+ |0 ABE @Rstpl 4 KB HTML Document 07.08.2007 16:30
# ) Adobe :@:lstart 1kKE HTML Document 07,08,2007 16:26
# |2 Applications :@jtree 1kKE HTML Document 07,08,2007 16:26
| blackouk
+ = mickearnare b %
< > < ¥

For online monitoring of the devices open the start.htm with a Browser. Normally by double clicking on
start.htm the Browser window will be opened.

2 Netview IEC61850 - Microsoft Internet Explorer provided by PTD PA, Siemens AG @@El
© File Edit View Favorites Tools  Help o

x — iy . 2l : = .
) > \ﬂ \ELI O p !Search 7 Favorites 6-‘{ = v -~ © snagte 2 Google (G~ V0 () settings =
Address @ [ 1 Metviewhstart. htm M a Go @ T

»

¢ Links Q Google |5 Externe Partner |59 IP |5) Online Technikmagazine |2 Privat (5 Schulung |5 Siemens Orga [ Suchen & Finden  |5) Tools | 5) Siprotec  |5) 61850

SIEMENS
Netview IEC61850

Subnetl e [TED
“|Name

Chl |Chz Active

Description IP address|Subnet mask|G y address NTP Master |UpTime

SIPROTECS EM100_O
[W04.00.07_01

SIPROTEC4 EM100 Y04.00.07_01  |192.168.0.20[255. 255 2550 gg'OF'BB'O?'BF' 132.168.0.15 [5h 30m 455

optical 0.0.0.0 00-0F-BB-23-1E-17 |Link UpJLink Up  |Chl  |192.168.0.15 [Sh 20m 455

Green: agent answeres to a snmp request within the expected reply time

Yellow: agent ameweres ko a smnp Pequest not within the expected reply time %

Red: no reply to a snmp request

@:I Done _é My Computer

Here you have an overview of all devices which are included in the SCD-file. The network parameters of
these devices have been configured in the System Configurator. Before the devices must be configured with
the device specific configuration tool, e.g. with DIGSI 4 for SIPROTEC 4 devices. If a device can not be
pinged, it's displayed in red color. Reason may be a wrong IP — setting or a network failure. With green
colors you can see all devices which can be pinged. Yellow color show devices which do not reply to a ping
within 20 ms. SIPROTEC - devices listed with the IEC61850 IED-name are hyperlinked to the module
homepage of the Ethernet module, which show additional monitoring values. These values are described in

the Ethernet module manual which is available for download in the Internet under WwWWw.Siprotec.com.
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There are three additional pages available. You can navigate to these pages at the left side.

The pages “OpticalRingl.htm” and “RSTP1.htm” show you information about the IEDs with optical Ethernet
module which are working in an optical Ethernet ring (switch mode). With these values the optical ring can be
checked in two tables within a few seconds. For further information, please use the Ethernet module manual
for firmware version 4.

3 DpticalRing - Microsoft Internet Explorer provided by PTD PA, Siemens AG H E
File Edit ‘“iew Fawvorites  Tools  Help ;','
£ — #» | : - =
> D Iﬂ E‘l W) search  @snaatt ' © Google |G+ v [ () Settings~
 address |7 Di| 1Metview\OpticalRing 1. htm v @ T
: Links »,é_l'l Google |5 Externe Partner |5 IP |5 Online Technikmagazine |5 Privat |5 Schulung (5 Siemens Orga () Suchen & Finden »
~
M. |[IED Name |IP address|OptLevel Chl [OptLevel Chl |RstpRole Chl [RstpRole Ch2 |RstpStat Chl [RstpStat Ch2 |Neighbor Chl Meighbor Ch2
0 Joptical 192.168.0.6 2443 246 oot alkernate Forwarding  |Discarding 00-04-CHC-03-26-02 |00-04-0iC-03-2E6-03
Green: agent answeres to a snmp request within the expected reply time %
Yellowe: agent amsweres bo 2 shrmp request not within the expected reply tirme
Fed: no reply b a shmp request
v
&] Dane ¢ My Computer
23 Rstp - Microsoft Internet Explorer, provided by PTD PA, Siemens AG g@g|
File Edit ‘iew Favorites  Tools  Help ;','

— = 4

n — n . i ] . — i
) | \ﬂ Igl wl | - search U E Favorkes 6,-‘! & snage [ Google [Cl~ w0 () Settingsw

: Address @D:\,lNetview\,Rstpl.htm 3 ' G @ Y

»»

: Links ..éj Google () Externe Partner () IP | 2) Online Techrikmagazine  [2) Privat ) Schulung |2 Siemens Crga () Suchen & Finden [ 2) Tools

e
IED BridgePrio- |[BridgeId- |[Hello- |Hello- |Maxfge- |MaxAge- |[Forw.Delay- |Forw.Delay- |Priority- |ManTraCnt- |RstpCost-
MNF. Name IP address|EPLD p p p L p L p L p p p
0 Joptical 192,168,006 |353  [12228 20043 2 2 20 40 15 21 128 100 200000
Green: agent answeres ko a snmp request within the expected reply tirme
Yelloww: agent answeres ko a sirmp reguest not within the expected reply time
Red: no reply to a snmp request W

@'] Dane _J Iy Campuker

The page “FecStatl.htm” shows you information about Received/Transmitted Ethernet telegrams:

2 FecStat - Microsoft Internet Explorer provided by PTD PA, Siemens AG

© File Edit ‘iew Favorites Tools Help ;','
" = n » o : —
5 ) = - i A - - = 3 el g » T i
: 4 2 \ﬂ \ELI | Search ;:/_\f:; Favarites 6’-‘! = ﬁ B:g 6 Snaglt = Goc nge G+ L 1) Setkings—
 address | Di\tHetview|FecStat 1 htm B @ T
: Links .‘ej Google | Externe Partner  [) IP |) Online Technikmagazine |7) Privat |2 Schulung ) Siemens Orga () Suchen & Finden () Tools | ) Siprotec  [) 61850 i
M. [TEDName [IPaddress R Rz Rz |Rx R Rx Rx Tx  |Tx Tx H Tx Tx Tx Tx |Descr. |Mi hL L ans
° TelInt |TelTask |BMsg|MMsg|AIFrm |CRCErrFrm | TruncMsg|FnsFull|Tel  |BuffFulljefTel|HeartBeat|LateColl[Retry |UnderRun |CSL |Exceed [Tel Tel |Loss |LmtCross
0 |optical 192,168,056 20452 |0 1395 13827 |0 0 0 0 |15960 0 IO 0 0 IO 0 0 0 13827 0 0 0
1 [elekir 19z 168.0.20 16087 o 19z [1ss0z o o o lo Jaon Jo lo o o | C o o B o o o
Green: agent answeres bo a snmp request within the expected reply time
“fellow: agent answeres to a snmp request not within the expected rephy time
Red: no reply to a snmp request
&] Done 4 My Computer
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All Web — pages can work in parallel, if necessary. The pages will be updated periodically (default 10
seconds).

Preconditions:

NetviewlEC61850.exe needs at least EN100 Firmware Version 4.0 and higher to get the monitoring values.
Internet Explorer V6 or higher is required. The tool is running under Windows XP and admin rights are
required for the PC.
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